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1.1 A0

v v A0
“think_access’
“think_node’
“think_role’
“think_role_user’

“think_user

A0 1 &

CREATE TABLE IF NOT EXISTS ‘think_access’ (
‘role_id" smallint(6) unsigned NOT NULL,
‘node_id" smallint(6) unsigned NOT NULL,
‘level tinyint(1) NOT NULL,

‘module’ varchar(50) DEFAULT NULL,
KEY “groupld” (‘role_id"),
KEY ‘nodeld” (node_id’)

) ENGINE=MyISAM DEFAULT CHARSET=utf8;
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CREATE TABLE IF NOT EXISTS ‘think_node" (

‘id” smallint(6) unsigned NOT NULL AUTO_INCREMENT,

‘name’ varchar(20) NOT NULL,

“title® varchar(50) DEFAULT NULL,

‘status’ tinyint(1) DEFAULT 'O,

‘remark’ varchar(255) DEFAULT NULL,

‘sort” smallint(6) unsigned DEFAULT NULL,

‘pid” smallint(6) unsigned NOT NULL,

‘level tinyint(1) unsigned NOT NULL,

PRIMARY KEY ('id"),

KEY “level ('level’),

KEY “pid" ('pid’),

KEY “status” (‘status’),

KEY ‘name’ (‘(name’)

) ENGINE=MyISAM DEFAULT CHARSET=utf8;
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CREATE TABLE IF NOT EXISTS ‘think_role” (
“id” smallint(6) unsigned NOT NULL AUTO_INCREMENT,
‘name’ varchar(20) NOT NULL,
“pid” smallint(6) DEFAULT NULL,
‘status’ tinyint(1) unsigned DEFAULT NULL,
‘remark’ varchar(255) DEFAULT NULL,
PRIMARY KEY (id"),
KEY “pid" (pid’),
KEY ‘status” (‘status’)

) ENGINE=MyISAM DEFAULT CHARSET=utf8;

CREATE TABLE IF NOT EXISTS ‘think_role_user’ (
‘role_id” mediumint(9) unsigned DEFAULT NULL,
‘user_id" char(32) DEFAULT NULL,

KEY “group_id" (‘role_id"),
KEY “user_id" (‘user_id’)

) ENGINE=MyISAM DEFAULT CHARSET=utf8;

CREATE TABLE “think_user’ (
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‘id” smallint(5) unsigned NOT NULL auto_increment,

‘account varchar(64) NOT NULL,

‘nickname’ varchar(50) NOT NULL,

‘password’ char(32) NOT NULL,

"bind_account’ varchar(50) NOT NULL,

‘last_login_time" int(11) unsigned default ‘0",

‘last_login_ip" varchar(40) default NULL,

‘login_count” mediumint(8) unsigned default '0’,

‘verify' varchar(32) default NULL,

‘email varchar(50) NOT NULL,

‘remark’ varchar(255) NOT NULL,

‘create_time’ int(11) unsigned NOT NULL,

‘update_time" int(11) unsigned NOT NULL,

‘status’ tinyint(1) default '0’,

‘type_id" tinyint(2) unsigned default '0’,

‘info” text NOT NULL,

PRIMARY KEY (id),

UNIQUE KEY “account’ (‘account’)

) ENGINE=MyISAM AUTO_INCREMENT=35 DEFAULT CHARSET=utf8
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Conf/config.php

Rbac 1
'USER_AUTH_OH® =>true,
'USER_AUTH_TYPE"® =>1,
'USER_AUTH_KEY" =>"authld’,
"ADMIM_AUTH_KEY® =»"administrator’,
'USER_AUTH_MODEL* =>"User"',
"AUTH_PWD EHCODER® =>'md% ",
'USER_AUTH_GATEWAY" =»"fPublic/login’,
"MOT_AUTH_HMODULE* =»"Public’,
'REQUIRE_AUTH_MODULE" =>"'",
"HOT_AUTH_ACTION® ="',
"REQUIRE_AUTH_ACTION' =>»"'",
'GUEST_AUTH_OH" =>false,
'GUEST_AUTH_ID" =>8,
'SHOW_RUH_TIHE® =>true,
*SHOM ADVU_TIME® =>true,
'SHOW_DB_TIMES® =>true,
'SHOW_CACHE_TIMES® =xtrue,
'SHOW _USE HMEM® =>true,
'DB_LIKE_FIELDS® =»'title|remark’,
'RBEAC_ROLE_TABLE" =»"think_role",
"RBAC_USER_TRBLE® =»"think_role_user"',
'RBAC_ACCESS_TRABLE® =»"think_access',
"RBAC_MODE_THABLE" =»"think_node",
1
Lib/PublicAction.class.php
1 7 SESSION authld

$_SESSION 2 $_SESSION[* USER_AUTH_KEY’ ]
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$_SESSION[' authld’ J;

1 11 ‘ USER_AUTH_GATEWAY' =>' /Public/login’ //

$_SESSION[‘ authld’ ]

2
1 12 “NOT_AUTH_ MOBWYLHRblic //
Public
A,B,C login() checkLogin()
PublicAction
public function leogin{) {
iF{1155et{$_SESSIﬂH[E{'USEH_HUTH_HE?'}]}} {
$this->display();
relsed
$this->redirect{ ' Index/findex"});
H
i
2
checkLogin() RBAC import() 3 144

Lib/ORG import(" @.ORG.RBAC’' ) import
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$map array();

% POST['account'];

$map[“status™] array('gt',ﬂ}ﬂ

if($_SESSIOH[ "verify'] *= md5{$_POST['verify'])) {
$this—>error ("JEAFAREEIZ! ;s

4map[ *account’]

¥
import { "E@.0RG.RBAC" );
4authInfo = RBAC::authenticate($map);

3
3 145 RBAC::authenticate() $map authenticate
C(* USER_AUTH_MODEL )
User “think_user’
$authInfo 5 150

class RBAC extends Think

{
static publfic function authenticate({$map,$model="")
{
iF(empty($mudel}} $model = C{"USER_AUTH_MODEL'};
return H{imodel)->where{$map)->Find();
4
5 153 ID $_SESSION[* authld’ ]

151
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5 158 ” admin” $ SESSION[* administrator’ ]
true RBAC 5 158
$_SESSION[C(* ADMI N_ AUT H)] K=E #fue 1 8

ADMIN_AUTH_KEY =>* administrator’

if(false === %authlInfo) {
$this—>error (' HEEFTFEZEER! ;:
telse {

iF($authInFu['p355wurd'] t= md5($_PDST['p355wnrd'])) {
$this-Yerror ("EREIZ] ") ;

h

|:| % SESSIOM[C{'USER_AUTH KEY')] = %$authInfo['id'];
{_SESSION['email’] =  $authInfo['email"];
4 _SESSION[ 'loginUserMame' ] =  JauthInfo['nickname’];
{_SESSION['lastLoginTime' ] =  $authInfo['last_login_time®];
4 SESSION['login_count'] =  $JauthInfo['login_count'];
if{%authInfo['account']=="admin'}) {

$_SESSION[ 'administrator'] =  true;

H

6 173 checkLogin() RBAC:saveAccessList()

SESSION

|:| RBAC : :saveficcessList();

$this->success{'SZRLTH! *);

6

7 92 1 USER_AUTH_TYP 1

admin getAccessList()

10
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$_SESSION[' _ACCESS_LIST" ]

static function savefccessList{$authId=null}

{
if(null===§authId) $authId = § SESSION[C('USER_AUTH_KEY'}];
if(C('USER_AUTH_TYPE') =2 && *$ SESSION[C('ADMIN_AUTH_KEY')] )
$ SESSION[' ACCESS LIST'] = RBAC::getAccessList{$authld);
return 3
H
7
8 212 getAccesslList() authld
C(* RBAC_ROLE_TABLE ) 1 24
Ct RBAC_USER_JTABLE" 1 25

C RBAC_ACCESS)TABLE’'1 26

C RBAC_NODE_TABLE’ 1 27

RBAC

* BRSERAES BT A TR

®f
static public Function getAccessList{$authld}
{

$db = Db::getInstance();

I:I $table =

array{ role'=>C{"'RBAC_ROLE TABLE'},'user'=>C{'RBAC_USER TABLE'},
‘access'=>C{"RBAC_ACCESS TABLE®"}, 'node'=>C{'RBAC_HODE TABLE")}};
$sql = "gelect node.id,node.name from ™

11
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Index

Lib/IndexAction.class.php IndexAction CommonAction

RBAC

RBAC

<¥php

class IndexfAction extends CommonAction {

CommonAction.class.php

public function add()

public function insert()

public function delete()

_initialize() 10

12
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class CommonfAction extends Action {
function _initialize(} {

if (C { 'USER_AUTH_DOH' ) &&
*in_array{MODULE_HAHME ,explode{’,',C{'HOT_AUTH HODULE'}}}} {
import { "E.0RG.RBAC" );
if (' RBAC::AccessDecision (3) £

if (* $ SESSION [C ( 'USER_AUTH _KEY' )1) ¢

redirect ( PHP_FILE . € { 'USER_AUTH_BATEWAY' ) );
H
if (¢ ( 'RBAC_ERROR_PAGE' )) ¢
redirect ( C { "RBAC_ERROR_PAGE' ) };
¥ else {
if (C ( "GUEST_AUTH_ON' }) ¢
$this->assign { *jumpUrl®, PHP_FILE . C ( 'USER_|
b
$this->error ( L ( ' VALID ACCESS ' ) );
H
10
10 5 1 5 USER_AUTH_ON  true
10 6 NOT_AUTH_MODULE 1 12
CommonAction RBAC
10 7 RBAC
import()
10 8 RBAC::AccessDecision() 11

AUTH_GATEWAY

RBAC

Public

true,

13
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false

10 10 USER_AUTH_GATEWAY

10 15 RBAC_ERROR_PAGE

static public function fAccessDecision($appMame=APP_HAHME)
{

if{RBAC: :checkAccess(}) {
$accessGuid = nd5{$appName .HODULE_HAME .ACTIOH_HAMEY;

if (empty($_SESSION[C( ADMIN_AUTH_KEY')])) {
if(C{'USER_AUTH_TYPE")==2) {

$accesslist = HBHE::getnccessList($_SESSIUH[E('USER_HUTH_HE?')
telse
if{ $_SESSIOM[%accessGuid]) {

return true;

$accessList = $_SESSION[' ACCESS_LIST'];

¥

$module = defined{'PF HODULE MAME'}? P_MODULE_ HAHE H MODULE_HA

if{tisset{$accessList[strtoupper{$appHame)][strtoupper{$module)][s
4 _SESSIDH[$accessGuid] =  false;
return false;

H

else {
4 _SESSIDH[$accessGuid] =  true;

H

yelseq

return true;

11

14



RBAC

11 166 RBAC::checkAccess() 12

1 REQUIRE_AUTH_MODULE

NOT_AUTH_MODULE

5 '‘USER_AUTH_ON' => true,
12 '‘NOT_AUTH_MODULE' =>'Public’,
14 'NOT_AUTH_ACTION' =>",

13 'REQUIRE_AUTH_MODULE" =>",

15 '‘REQUIRE_AUTH_ACTION" =>",

11 178 USER_AUTH_TYPE 2
RBAC::getAccessList() 1 1 6
SESSION
$_SESSION[$accessGuid] true false true

15
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static function checkAccess()

{
if{ C{'USER_AUTH_ON") }){
$_module = array();
$_action = array();
if{"" *= C{'REQUIRE_AUTH_ MODULE'}) {
$_mudule['yes'] = explode(", " ,strtoupper{C({ REQUIRE_AUTH_MODULE'})});
relse {
$ module['no'] = explode(’,',strtoupper{C{'NOT_AUTH HODULE'}});
H
iF((!empty(ﬂ_mudule['nu']) && tin_array(strtoupper (HODULE_HNAME),$_module[®
in_array(strtoupper (HODULE_MAME),$_module['yes' 1))} {
if{"" *= C{'REQUIRE_AUTH_ACTIOHN'}) {
% action['yes'] = explode(',’',strtoupper(C{'REQUIRE_AUTH ACTION'))
yelse {
$_actiun['nu'] = explode("," ,strtoupper{C{"HOT_AUTH_ACTION"})});
LY
12
RBAC
RBAC RBAC
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2 RBAC™ AU | F~

21 P KA

b 0 4uyo
RBAC Model Role-based Access Model
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Examples\examples.sql 1
sql ‘demo’

Ftu181 SET HAMES utfs =73

-- #0HREEE: “demo’

sql

RBAC

utf8_general_ci

17
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/config.php

RUNTIME

23 H ol

admin

Q ThinkPHPER ZHZEF

= - Iadmin
@ EEEH I L1l ]

SRR | 0360| [536]

| BF |

%ﬂﬁ: admin/admin 45 : leader/leader 51T : member/member &7 : demo/demo

admin
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2.5

RBAC

NP

pu—sy

ThinkPHPERES

40%

10)

"Admin”

APP_NAME

11

RbacE S

10

Rbac

define{'APP_HAME', 'fidmin');

11
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Rbac

10

[Public]B{ENX [ »H:

FERAML rE

S ¥R omB| oM | SHE & |

r W=7 B

I~ &9 Form HiEER Rz AL

" |40 Index BLAIEER A4

|30 Public AFHABR Fo4

L7 User ==l RIFAL

e Role AEEE IR

2 Node TREE IR
12

o HB|| sEE|| 2Bk SsHF & i
r £ L BFF T3
™49 read

/|39 index

37 resume

/36 forbid

35 foreverdelete

34 update

33 edit

32 insert

31 add
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/Rbac/Lib/CommonAction.class.php

Action

CommonAction

"HY T
1. FormAction.class.php
14
function upload file{} {
Sthis->display();
¥
function upload file op() {
S
14
2. /Rbac/Tpl/default/Form/

add.html

Public

FormAction

upload_file.html

27
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3. Rbac->Form Form 16
17 Form 18
ThinkPHPER &
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Process: 0
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XyzAction.class.php
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