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‘think_access’  FABIAEIRE
think_node’ RFETDRAR
“think_role’ REsER
‘think_role_user’ FAFPABXERE

“think_user’ eSS (AFPSEEER ) &

A0 1 &

CREATE TABLE IF NOT EXISTS “think_access" (
‘role_id" smallint(6) unsigned NOT NULL,
‘node_id" smallint(6) unsigned NOT NULL,
‘level” tinyint(1) NOT NULL,

‘module” varchar(50) DEFAULT NULL,
KEY “groupld” (‘role_id"),
KEY ‘nodeld’ (‘node_id")
) ENGINE=MyISAM DEFAULT CHARSET=utf8;

CREATE TABLE IF NOT EXISTS “think_node” (
“id” smallint(6) unsigned NOT NULL AUTO_INCREMENT,
‘name’ varchar(20) NOT NULL,
‘title® varchar(50) DEFAULT NULL,
“status’ tinyint(1) DEFAULT '0',
‘remark’ varchar(255) DEFAULT NULL,
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“sort” smallint(6) unsigned DEFAULT NULL,
“pid” smallint(6) unsigned NOT NULL,
“level” tinyint(1) unsigned NOT NULL,
PRIMARY KEY ('id"),
KEY ‘level” (‘level’),
KEY “pid" ('pid"),
KEY ‘status’ (‘status’),
KEY ‘name’ (‘"name’)

) ENGINE=MyISAM DEFAULT CHARSET=utf8;
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CREATE TABLE IF NOT EXISTS “think_role" (
‘id” smallint(6) unsigned NOT NULL AUTO_INCREMENT,
‘name’ varchar(20) NOT NULL,
“pid” smallint(6) DEFAULT NULL,
“status’ tinyint(1) unsigned DEFAULT NULL,
‘remark’ varchar(255) DEFAULT NULL,
PRIMARY KEY ('id"),
KEY “pid" ('pid"),
KEY ‘status’ (‘status’)
) ENGINE=MyISAM DEFAULT CHARSET=utf8 ;

CREATE TABLE IF NOT EXISTS “think_role_user" (
‘role_id" mediumint(9) unsigned DEFAULT NULL,
‘user_id" char(32) DEFAULT NULL,

KEY “group_id" (‘role_id"),
KEY “user_id" (‘user_id")
) ENGINE=MyISAM DEFAULT CHARSET=utf8;

CREATE TABLE “think_user" (
‘id” smallint(5) unsigned NOT NULL auto_increment,
‘account” varchar(64) NOT NULL,
‘nickname” varchar(50) NOT NULL,
‘password’ char(32) NOT NULL,
“bind_account’ varchar(50) NOT NULL,
“last_login_time" int(11) unsigned default '0',
“last_login_ip" varchar(40) default NULL,
‘login_count™ mediumint(8) unsigned default '0',
‘verify® varchar(32) default NULL,
‘email” varchar(50) NOT NULL,
‘remark’ varchar(255) NOT NULL,
“create_time” int(11) unsigned NOT NULL,
‘update_time" int(11) unsigned NOT NULL,
“status’ tinyint(1) default '0’,
“type_id" tinyint(2) unsigned default '0’,
‘info™ text NOT NULL,
PRIMARY KEY (id"),
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UNIQUE KEY “account’ (‘account’)
) ENGINE=MyISAM AUTO_INCREMENT=35 DEFAULT CHARSET=utf8

1.2 7 nT

Conf/config.php

Rbac 7~BIEABCEINE 1

'USER_AUTH_OH® =>true,
"USER_AUTH_TYPE® =21,
"USER_AUTH_KEY® =»'authld’,
"ADMIM_AUTH_KEY® =»"administrator’,
"USER_AUTH_HMODEL* =>"lUser"’,
"AUTH_PWD EHCODER® =>"md% ",
"USER_AUTH_GATEWAY"' =»"/Public/login’,
"MOT_AUTH_HMODULE* =»"'Public’,
"REQUIRE_AUTH_MODULE" =>"",
"HOT_AUTH_ACTION' =>"",
"REQUIRE_AUTH_ACTION' =>»"',
"GUEST_AUTH_ON" =»false,
'GUEST_AUTH_ID" =>8,

'SHOW _RUH_TIME® =>true,
"SHOY_nDU_TIHE® =»true,

'SHOW _DB_TIHES® =>true,
'SHOM_CACHE_TIHES® =*true,

'SHOW _USE HMEM® =>true,
'DBE_LIKE_FIELDS® =r"title|remark"’,
'RBEAC_ROLE_TABLE" =»"think_role",
"RBAC_USER_TRBLE" =>'think_role_user’,
'RBAC_ACCESS_TABLE® =>"think_access',
"RBAC_MODE_THABLE" =»"think_node",

=] 1

Lib/PublicAction.class.php
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155 717 : BEE TIAME SESSION FRIEH authld , IXMEREEERE , RESRAHIE
AYS_SESSION AS/HZMER] ; BIE] 2 {XABS_SESSION[WSER_AUTH_KEYQHEZTF
$_SESSION[Wuthld <

1551117 WSER_AUTH_GATEWAY@>QPublic/loginQ // BEiERPEREEN—E] ,
HERER , WSEEIRIIEEENH ; Bk , IREGIRES_SESSION[WuthldQXME , BiE

BRI BeBrERTH , BEFRBIE 2

1551247 : WOT_AUTH_MODULE@>QublicQ // BRARZEEFHTINITFAELR | thHt
ERBER , B LUARNIZIERUURIZIER TRIGE ; IXEENAR Public 1R8IR , S MERAY
ETLB¥EESHITOMR ; 8 ABC FrLABEFRIAE login()/5AFIERIEN checkLogin()/5

%, EBE1E PublicAction £

public function leogin{) {
if{tisset (% SESSION[C{'USER_AUTH KEY¥')1)) {
$this->display();
relsed
$this->redirect{ ' Index/findex"});

b

E737% checkLogin()F , FAiJFHEIS RBAC SEEEEIT import()/3iA3KS I (El 3 55 144
17) XEE(NCEEENZINER Lib/orRé BRT , FTLAER import(4.ORG.RBACY

import 73 ARVIERE(ER | IESREEEERET |
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$map array();

% POST['account'];

$map[“status"] = array('gt',ﬂ}ﬂ

if($_SESSIOH[ "verify'] *= md5{$_POST['verify'])) {
$this—>error ("JEAFAREEIZ! ;s

4map[ *account’]

¥
import { "E@.0RG.RBAC" );
4authInfo = RBAC::authenticate($map);

& 3 55 145 17, VAT RBAC::authenticate()/57% , fE\Smap #{4H , 181T authenticate /5
%, FENEEWSERIEEREZAF  FEKSKEESIER | C(YSER_AUTH_MODELJEL
I7EE] 1 BIATECEDY User TINAIEEMKSERHZ think_user' 3R | 1273/ 5RIREIZIKSHY
BXER , TERSauthinfo & ; MNREIZAF , BEEBRAILRS , BlZepk T —MERNE

FIAUE , W0E] 5 55 1504 151 17 ;

class RBAC extends Think
{

static publfic function authenticate({$map,$model="")

{
iF(empty($mudel}} $model = C{"USER_AUTH_MODEL'};

return H{imodel)->where{$map)->Find();

& 4

& 5 55 153 17 : BEREAIFF ID iIER1ES_SESSION[Wuthld - ;

B 5 5 158 17 : NIRAFPBEBHRAEERdming , MISIRES SESSION[Wdministrator P

79 true ; £ RBAC EHXWFIZAF , 2EHAAERNER ; B 5 5§ 158 17 : BiINER
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S_SESSION[C(W! 5aL b y! ))cd g 9FHBENERENXHE 1 £ 8 TEERE

ADMIN_AUTH_KEY => Wdministrator(;

if(false === %authlInfo) {
$this—>error (' HEEFTFEZEER! ;:
telse {

iF($authInFu['p355wurd'] t= md5($_PDST['p355wnrd'])) {
$this-Yerror ("EREIZ] ") ;

h
|:| % SESSIOM[C{'USER_AUTH KEY')] = %$authInfo['id'];
{_SESSION['email’] =  $authInfo['email"];
4 _SESSION[ 'loginUserMame' ] =  JauthInfo['nickname’];
{_SESSION['lastLoginTime' ] =  $authInfo['last_login_time®];
4 SESSION['login_count'] =  $JauthInfo['login_count'];
if{%authInfo['account']=="admin'}) {
$_SESSION[ 'administrator'] =  true;
H
5

6 58 173 17 : TE checkLogin()/5iE&/a . F(iJUEFZE RBAC::saveAccessList()/37% , I8

1ZFRF AR S AR RILIBRIRTZE SESSION H ;

|:| RBAC : :saveAccessList();
$this->success{'SZRLTH! *);
6

7589217 B 15,7, BIIEE T USER_AUTH_TYP BYEN 1, FRLAEXE |, (N8
A EAEBREIER admin , MSPEHITEPAITTIE getAccessList() , EREWE (—

NEE ) IR EBTES_SESSION[WACCESS_LISTQH ; .
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static function savefccessList{$authId=null}

{
if{null===%authld) $authld = $ SESSIOH[C{'USER_AUTH_KEY'}];
if(C{'USER_AUTH_TYPE") t=2 && 5 _SESSION[C({ ADMINM_AUTH_KEY'}] )
$ SESSION[® ACCESS LIST'] = RBAC::getAccessList($authld);
return 3
E
7

8 58 212 17 : getAccessList() /T AARIEAFATIALE authld , SKEHRSZXENEE ,
BT RILENRERYIZ ; XERY

C(\RBAC_ROLE_TABLEQ I FE 158 24 17

CWw. !/ ¢} { 9wy ¢! XFEPEL 5 2517

CWw. !/ w! /7 9{{ yRMNTE 05026 1T

~ .

CWw. ! / b h5)9 ¢! FHPELEE 27 17 ;

FTLARIX T L/ MEFEI BB E P EREIER T |, BN RBAC RIEITALER ;
* BB S E RS R A TRIIE

=f
static public Function getAccessList{$authld}
{

$db = Db::getInstance();

[:::::] $table =

array{ role'=>C{"'RBAC_ROLE TABLE'},'user'=>C{'RBAC_USER TABLE'},
‘access'=>C{"RBAC_ACCESS TABLE®"}, 'node'=>C{'RBAC_HODE TABLE")}};
$sql = “"seplect node.id,node.name from "

8

xXE , RREMNELEE TINERKRPIAL , ELKRINER , LKA EBER]

10
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Index LR , TOLLATE(IFTFF Lib/IndexAction.class.php , &I IndexAction ZEEKiFRT HE
CommonAction , #1&] 9 ; M—L£ RBAC AINRIGNIEE2MEX N EER ; LAEHIE— 1 IhEE

RR, RERFEAILR , #4RX M3 | BITE RBAC RIEHSEEIZEKT .

<¥php
class IndexfAction extends CommonAction {

9

CommonAction.class.php

FrERIRBRINIE | BAERIIAI TS iE initialize)FR, AN 10 ; XEERBERMFIZENITE
(&R ) |, FUTHTIRIF , HEBLZITXEREN | —L HRIRFRBREES] , e TaTLA
BRI —LI5EB RS |, ton
public function add) FEREER
public function insert() S NAIFR

public function delete() HFRAIIR
(o

11
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class CommonfAction extends Action {
function _initialize(} {

if (C { 'USER_AUTH_DOH' ) &&
*in_array{MODULE_HAHME ,explode{’,',C{'HOT_AUTH HODULE'}}}} {
import { "E.0RG.RBAC" );
if (' RBAC::AccessDecision (3) £

if (* $ SESSION [C ( 'USER_AUTH _KEY' )1) ¢

redirect { PHP_FILE . C { "USER_AUTH_GATEWAY" )} };
¥

if (C { "RBAC_ERROR_PAGE" )}) {

redirect { C { 'RBAC_ERROR_PAGE' 3} );
¥ else {
if (C { "GUEST_AUTH OH" }) {
$this->assign ( *jumpUrl®', PHP_FILE . C { 'USER_AUTH_GATEWAY
¥

$this->error { L { '_VALID_ACCESS_' ) );

=] 10

1058517 : BRIIBE 15517, B USER_AUTH_ON 7 true , BPEI12EAT RBAC

AYIGIE ;

10 55 6 17 : 1IXEBAY NOT_AUTH_MODULE EAIJEE 1 58 12 17, EUAECE RSB Public &

B, NFRREMER , REEYRETF CommonAction 25, MIEBFEFA1T RBAC IS ;

10 55 7 17 : A LEHRZIN—HE , Bl rRBAC EDBEMOZI , BIEFRBRHE |, B

MFEEHR1T import ()73 EK5 INBIZRISEEA],

10 55 8 17 : AR RBAC::AccessDecision()/37% , ANE 11 ; BAPRNRE] true, A TEE

WARRBHAT ; FToABRNUIRE] false , R4 FEIRVAAS , IRIEIBECE |, SKEHERED |

12



RBAC ST

10 585 10 17 REESHEBNEBETER , Bk R EIANIER X

USER_AUTH_GATEWAY

B 10 58 15 17, IEREREKES , [FER0R , NEkEZE RBAC_ERROR_PAGE FEcERYE

IRRTE ; HRBZEE , NEREGHRBMNRERERNE ;

static public function fAccessDecision($appMame=APP_HAHME)
{

if{RBAC: :checkAccess(}) {
$accessGuid = nd5{$appName .HODULE_HAME .ACTIOH_HAMEY;

if(empty($_SESSION[C{ 'ADMIN_AUTH_KEY'}1)) {
if(C{'USER_AUTH_TYPE")==2) {

accesslist = ::getAccesslis
$ List RBAC: :geth List{% SESSION[C{'USER_AUTH_KEY')
Yelse {

if{ $_SESSIOM[%accessGuid]) {
return true;

]

$accessList = $_SESSION[' ACCESS_LIST'];

¥

$module = defined{'PF HODULE MAME'}? P_MODULE_ HAHE H MODULE_HA

if{tisset{$accessList[strtoupper{$appHame)][strtoupper{$module)][s
4 _SESSIDH[$accessGuid] =  false;
return false;

H

else {
4 _SESSIDH[$accessGuid] =  true;

H

yelseq

return true;

11

& 11 25 166 17 : YA RBAC::checkAccess() /5% , 1IE] 12 ; BBIRIRINBEFM Z2a N5

RR , SEIRFRSFEHTRRIAL | 2RIEE 1 (EkEREN , FENRRET

13
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REQUIRE_AUTH_MODULE , MI£&Z 8% NOT_AUTH_MODULE iIX/MR & ; B{EFIFRMBZEML ;

55 51F : 'USER_AUTH_ON' => true,

FE 10217
£ 1417
FE 1317

F 1517

'NOT_AUTH_MODULE'

'NOT_AUTH_ACTION'

'REQUIRE_AUTH_MODULE' =>",

'REQUIRE_AUTH_ACTION' =>",

=>'Public',

11 55 178 17 : BBCE USER_AUTH_TYPE J3 2, BISCHANE , NSRBI BRIGIR)51ZRER

RIBIT RBAC::getAccessList()73iA R ERIEENEIRERE ; BFAINEEIRAN 1, (1B 1 5F 6 17 ;

FTLANERMER T EANABRIINER , NiZzAFR MRERN A BBIZINR , EAZ(RTF SESSION

R ; BREIRYES_SESSION[SaccessGuid|AHMESRIR(A] true EE false ; HAUNRIREEREIE

&, WEERME] true ;

14
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static function checkAccess()

{

if{ C{'USER_AUTH_ON") }){
$_module = array(y;
$_action = array(y;
if{"" *= C{'REQUIRE_AUTH_ MODULE'}) {

$_mudule['yes'] = explode(", " ,strtoupper{C({ REQUIRE_AUTH_MODULE'})});
relse {

$ module['no'] = explode(’,',strtoupper{C{'NOT_AUTH HODULE'}});
¥

iF((!empty(ﬂ_mudule['nu']) && tin_array(strtoupper (HODULE_HNAME),$_module[®
in_array(strtuupper(MﬂDULE_NnME),$_mudule['yes']))) {
if{"" *= C{'REQUIRE_AUTH_ACTIOHN'}) {

% action['yes'] = explode(',’',strtoupper(C{'REQUIRE_AUTH ACTION'))
yelse {

$_actiun['nu'] = explode("," ,strtoupper{C{"HOT_AUTH_ACTION"})});

12

ZXE RBAC AHBIHUTHEENSITE Y ; SAERRIEEERME  8EACNSE ,

REGSIKSHIAENAR , IH. &R, BFEURINAN , REXNABNERZNBEER

BE ; BRI EETSE— RBAC BFETMA | AREAILUTEERNE | SCiRE

EJUR ; E2ESNREXT RBAC BYIERE ;

ThinkPHP SZ#%/\2H 2010-9-28

HTTP://ThinkPHP.CN | WEB i FIFF A& S {ESCiRHELR

KEZER , FFAHBEE WE CAN DO IT, JUST THINK
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